esafety Label eSafety Label - Action Plan

for a sofer school

Action plan submitted by ayse erginay for Ercan Kivrak llkokulu - 02.01.2021 @ 19:14:07

Infrastructure

Technical security

it www.esafetylabel.eu/group/community/protecting-your-devices-against-malware

Pupil and staff access to technology

www.esafetylabel.eu/group/community/use-of-removable-devices t

Data protection




» In yourschool user accounts are managed in a timely manner. This is important as it decreases the risk of

misuse,
Pupil practice/behaviour

» Yourschool has a school wide approach of positive and negative consequences for pupil behaviour, This is good
practice, please share your policy via the My school area of the eSafety portal so that other schools can learn

from it.

» Electronic communication guidelines for pupils should be clearly communicated in the Acceptable Use Policy.
Communication between pupils can rapidly degenerate if school-wide standards are not set, giving rise to
incidents such as cyberbullying. Learning about effective, responsible communication should also be part of the
school curriculum, as it is a necessary competence for every young person. Discuss this at a staff meeting in

order to define the standards you want to implement,

School presence online

» Having an official school page on some of the more widely used/popular social networking sites can be useful for
parents, pupils and the broader public if you use it to publicise your actions and events. However, exercise care
when setting this up to ensure that someone from the school has control over posts etc. Check the fact sheet

on Schools on social networks (www.esafetylabel.eu/group/community/schools-on-social-networks) for further

information.

» We recommend that you specifically nominate a web-experienced staff member to periodically check the
school's online reputation. Monitoring such an important aspect on an ad hoc basis only is insufficient.

Remember that this is the image that prospective parents will receive when they search for your school online.

Practice

Management of eSafety

» In yourschool, teachers are responsible for their own pupils’ online activity. There are many network security and
user privacy, audit and procedural tool checks and balances that need to take place to ensure the safety of your
pupils and the school networks, and these should be laid down in your School Policy. See our fact sheet on
School Policy at www.esafetylabel.eu/group/community/school-policy.

To ensure this happens as efficiently and often as necessary, we advise that the Principal of your school
appoints one individual staff member to look after eSafety management in the school. This person will be
responsible for seeing that all aspects included in your School Policy are discussed and looked at with other
teachers as well as with pupils in the classroom.

To ensure that every staff member, pupil and parent is aware of her or his online rights and responsibilities, see

the fact sheet on Acceptable Use Policy (www.esafetylabel.eu/group/community/acceptable-use-policy-aup-).

» Ensure that the govermnor or board member appointed for eSafety has the opportunity to receive regular training

and also to ensure that colleagues are aware of eSafety issues. Involve your governing body in the development

and regular review of your School Policy. See our fact sheet on School Policy

www esafetylabel.eu/group/community/school-policy.
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www .esafetylabel.eu/group/community/protecting-sensitive-data-in-schools

End-user license agreement

Incident

handling form




www.esafetylabel.eu/group/teacher/incident-handling
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